@) SME Security’
Quick Start Guide

This Quick Start Guide provides an overview for installing and configuring Webroot® SME Security. For more detailed
instructions, see the System Administrator Guide.

Planning the Installation

Before you begin installing Webroot SME Security, review the guidelines in this section.

Upgrade Support

If your company is currently running Webroot Spy Sweeper Enterprise 3.1 and a supported MS SQL database
(2000, 2005, or 2005 Express), you can upgrade to Webroot SME Security 3.1.5. However, if your company is
running a version of Webroot Spy Sweeper Enterprise prior to 3.1 or a DBISAM database, see the following
table for upgrade information. Also, if you are running older versions of the Spy Sweeper Clients, most of
them are still supported, except for version 2.1.

If Your Company is Running ... Follow These Steps ...

Webroot Spy Sweeper Enterprise You must upgrade to Webroot Spy Sweeper Enterprise 3.1 before you can

3.0 or lower install Webroot SME Security 3.1.5. Contact your Webroot Sales
representative or Webroot Support for more information.

DBISAM database The DBISAM database is no longer supported. See the System Administrator
Guide for instructions.

Webroot Spy Sweeper Clients These previous versions of the Client are supported for older operating

251.3.0.0r3.1 systems. You do not need to upgrade these clients unless you want to do so.

Webroot Spy Sweeper Client 2.1 This version is no longer supported. You must upgrade to the new Webroot

Client or to one of the versions listed above.

Webroot Component Requirements

Before installing Webroot SME Security, review the requirements for the main components: Webroot Server,
Webroot Clients, and Distributors. (If your internal network is complex or uses proxy servers, or if you run
firewall programs at the desktop or server level, see Appendix A of the System Administrator Guide.)

Webroot Server Requirements

Operating system: Windows 2000 Pro or Server with SP 4 or
Windows XP Pro with SP 2 (see the System Administrator Guide for important notes) or
Windows 2003 Standard, Enterprise, R2, or Small Business Server with SP1

CPU: 1 GHz minimum

Memory: 1 GB minimum

Disk space: 1 GB minimum

Database support: Microsoft SQL Server 2005 Express Edition (English language; free download) or

Microsoft SQL Server 2000 or 2005
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Webroot Server Requirements (Continued)

Browser: Internet Explorer 6.0 SP1 or later

Network requirements: The Webroot Server components require the following network access:
Client Service (WebrootClientService.exe):
* Requires local network access.
Update Service (WebrootUpdateService.exe):
* Requires local network and Internet access.
* Requires outbound access for HTTPS requests on port 443 for your company server.
Admin Console (WebrootAdminConsole.exe):
* Requires local network access.

» Requires use of port 50003 on your server, by default. The Distributor Service on your
server uses the same port.

» Secure Sockets Layer (SSL) access requires use of port 50023.

Webroot Client Requirements

Operating system: Windows 2000 Pro or Server or
Windows XP Home, Professional, or Tablet or
Windows 2003 Standard, Enterprise, or Small Business Server

CPU: 1 GHz minimum

Memory: 128 MB RAM minimum; 256 MB RAM or more recommended

Disk space: 100 MB free space

Browser: Internet Explorer 6.0 SP1 or later

Network requirements: The Webroot Client components require the following network access:

CommAgent™ (CommAgent.exe):

* Requires local network access.

* Requires use of ports 50001 and 50002 on the client workstation.
Webroot Client (SpySweeperUl.exe):

* No network access requirements.

Spy Sweeper Engine (SPYSWEEPER .exe):

» Requires local network or Internet access, depending on which is needed to access
the company server.

Webroot Distributor Requirements*

Operating system: Windows 2000 Pro or Server with SP 4 or
Windows XP Pro with SP 2 or
Windows 2003 Standard, Enterprise, or Small Business Server with SP1

CPU: 1 GHz minimum

Memory: 1 GB minimum

Disk space: 1 GB minimum

Network requirements Distributor Service (WebrootUpdateDistributor.exe):

» Requires local network access.

» Requires use of port 50003 on your server. The Admin Console service on your
company server uses the same port.

* This Distributor Service can be installed on additional servers to manage clients in different geographical locations. For
more information about deploying multiple distributors, see the System Administrator Guide.
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Installing Components

Follow these steps to install the SQL database, the Webroot Server, Webroot Clients, and the Distributor.

Configuring a SQL Server Database

As a first step, you must install and configure either a SQL Server or SQL Server Express database. (Do not
use the SQL Server Express version if you have a large number of distributors. For more information, see the
System Administrator Guide.) See the following table for important database installation notes.

Database Installation Notes
Microsoft SQL Server If you are using SQL Server 2000 or 2005 for your database, you must create the
2000 or 2005 database before installing the Webroot Server. Make sure you have the user name and

password available before installing the Webroot Server. In addition, you may also want
to create a system data source name (DSN) if you experience problems connecting to the
database.

When you install the Webroot Server, the installer attempts to enable TCP/IP access and
the correct authentication mode (mixed mode). If you have problems with the database
configuration, refer to Webroot’s Knowledge Base available from:

http://webrootenterprise.supportportal.com/Portal/Home.aspx

Microsoft SQL Server If you are using SQL Server 2005 Express for your database, you can either install it in
2005 Express Edition (free  advance or link to it from the Webroot SME Security installer to download and install it
download) from there. You must also install Microsoft .NET Framework 2.0, which can also be

accessed from the Webroot Server installer.

During the database installation, make sure you select Mixed Mode for the
authentication mode.

If you have an existing Webroot Spy Sweeper Enterprise 3.1 installation and a DBISAM database, see the
System Administrator Guide for instructions. The DBISAM database is no longer supported.

Installing and Configuring the Webroot Server
Follow these instructions to install the following Server executables:

*  Client Service. Controls communications between the Webroot Server and Webroot Clients.
»  Update Service. Controls updates from the Webroot Update Server.
*  Admin Console. Provides a user interface for administering Webroot SME Security.

(When installing the Webroot Server on Windows Server 2003 Service Pack 1, you may receive various errors
and the installation may fail. To resolve installation problems see the System Administrator’s Guide.)

The following table provides important information required during Webroot Server installation.

Required Information for Webroot Server Installation

Database Connection In the Database Connection Information screen, you must enter the following
information about your SQL database:

* SQL Server Name
* Instance Name

» Database Name

* SQL User Name

» Password

You will use either MS SQL Server or SQL Server Express. You need the above
information regardless of which version of MS SQL Server you are using.

Keycode In the Company Information screen, you must enter your unique Key Code. If you
purchased Webroot SME Security through a sales representative or online, you received
your Key Code in an e-mail message. You can copy the Key Code from the message and
paste it in. If you purchased Webroot SME Security from a store or received it already
installed on your new computer, the Key Code is on the product packaging.
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Required Information for Webroot Server Installation (Continued)

User Name and Password In the Default Admin Account screen, you will create a user name and password to
access the Admin Console. Make sure you write down this name and password and keep
it somewhere safe.

Proxy Server If you use a proxy server to access the Internet, you must enter your proxy server name
or IP address and the port number in the Proxy Settings screen. If your proxy server
requires authentication, you must enter the server’s user name and password.

Email Settings In the Email Settings screen, you can enter the following information for e-mail
notifications:

* Host name: fully qualified domain name for your e-mail server (SMTP server) used
for outgoing mail.

* From address: the e-mail address that notification messages will come from.
* SMTP login: the user name and password (if your SMTP server requires a login).

Client Services In the Server Settings screen, you must specify the IP address or host name that the
client workstations will use to communicate with your company server. For IP
resolution, use the IP address of the network interface card (NIC) visible to client
workstations. For host name resolution, select or enter the fully qualified domain name
of your server (requires a properly configured DNS environment).

You must also specify the port on your company server that the Client Service will use
to communicate with your client workstations. The default port is 50000. Be sure that
the port you use is not used by another process.

Service Credentials In the Service Credentials screen, you can enter a user name and password for your
domain, which is necessary if you want to install the Webroot Client on workstations
from the Admin Console.

To install the Webroot Server components:
1. Log into the system with Administrative rights.
2. Make sure all Windows programs are closed.

3. Start the installation program, as described in the following table.

To install from a CD: To install from a downloaded file:
1. Insert the CD into your CD drive. 1. Follow the instructions on the Web site to download the
If the installation options do not display WebrootServerSetup.exe file.
automatically, use Windows Explorer to navigate | 2. Go to where you downloaded the file.
to your CD drive. Then double-click If you downloaded the file to your Windows Desktop,
WebrootServerSetup.exe to start the installation. you will see an icon on your desktop. If you downloaded
2. Click Install Webroot SME Security to start the the file to a different location, use Windows Explorer to
installation and display the Welcome window. navigate to the file.
3. Double-click WebrootServerSetup.exe to start the
installation and display the Welcome window.

4. At the Welcome screen, click Next.
The License Agreement window opens.

5. Read the license agreement and select the I Accept the License Agreement option if you agree with
the content.

If you want to print the license agreement, click Print.
The Installation Checklist window opens.

6. Make sure that you have the information and that your system meets the listed system requirements.
Select each item in the checklist and click Next.

The next screen to open depends on whether a SQL Server 2000 or 2005 database is installed, no
database is installed, or a SQL Server Express database is installed.
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If SQL Server 2000 or 2005 is installed:

The Database Connection windows opens. Skip to step 7 for entering database connection
information.

If no database is installed:

The Prerequisites window opens with links to download and install SQL Server Express and .NET
2.0. (Installing .NET 2.0 is required only if you are using SQL Server Express.) If you want to install
SQL Server Express or .NET 2.0, click the links provided, download the files, and follow the
installation wizards.

Be sure to remember the database name, user name, and password you set during the SOL Server
Express installation. You will need this information when you continue with the installation of the
Webroot Server.

When you install SQL Server Express, you can accept all the default values during the installation.
However, you must select the Mixed Mode option in the Authentication Mode window.

ii& Microsoft SQL Server 2005 Express Edition Setup

Authentication Mode
The authentication mode specifies the security used when
connecting to SQL Server,

Select the authentication mode ko use For this installation,

() Windows Authent

() Mixced Made (Windows Authentication and SQL Server Authentication)

Specify the sa logon password below:

Enter password:

I
[t b
Confirm password:
|>Mewauewu«|
< Back ] I Next = 1 [ Cancel

After you make these changes, the Database Connection window opens.
If SQL Server Express is installed:

The SQL Server Express Settings window opens, indicating that Setup has detected SQL Server
Express on your system, but that some settings are incorrect.

Installshield Wizand

SOL Server Express Settings ﬁ?
A
v Installation Setup has detected that SOL Server Express is installed on this maching, but some settings are
Checklist incorect. Setup can attempt to change the settings of this S0L Server Express installstion and make
them compatible with \wWebroot Enterprise Server
Server
Settings
() Attempt to fix the inconect SOL Server Express Settings
Client The default installation of SEL Server 2005 Express will not be configured with
N the corect options for Webroat Enterprise Server. Choosing this option will
Setti ngs change the following settings in SOL Server,

TCF and Mamed Pipes will be enabled for incoming connections.

Summary and
Finish

() Contirue without repaiting the SOL Server Express installation

Y'ou may want ba choose this option if you have installed SOL Server 20058
Express on this machine for a different application, and do not wish to modify the
zettings. After chooging this option you will be presented with a connection
screen that allows pou to specify altemate connection parameters for the
‘Webroat Enterprise Server.

< Back Hext» Cancel
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Select the Attempt to Fix the Incorrect SQL Server Express Settings option and click Next.

If you select Continue without Repairing the SQL Server Express Installation option, you must
change the SQL Server Express settings yourself before Webroot SME Security will work with the
database. For more information, refer to the Webroot Knowledge Base available from:

http://webrootenterprise.

The Database Connection

supportportal.com/Portal/Home.aspx

window opens.

Webroot® SME Security Server, - InstallShield Wizard

Database Connection

v Installation
Checklist

Server
Settings

Client
Settings

Summary and
Finish

Pleass enter the connection properties of the SOL Server you wish to use to store your data. If
the database you specify does not exist, the installation will attempt to create it using the login
you have specified.

S0L Server Name: | [ERNENEIEEEN

Instance Mame: | SOLEXPRESS

SOL User Mame: |sa

Databaze Mame: |wehrnnt ‘

Password: |

¢ Back | | Next >

Cancel

7. In the Database Connection window, verify that the database information is correct, enter the

password, and click Next.

SQL Server Name:

Name of the server that is running MS SQL Server or SQL Server Express.

Instance Name:

For SQL Server Express, enter the name of the instance that you defined for

Webroot SME Security data.

For MS SQL Server, leave this field blank unless you know the SQL Server

instance you want to use.

Database Name:

Name of the database you defined for Webroot SME Security data.

SQL User Name: User name you defined for the Webroot SME Security database in SQL Server
or SQL Server Express.
Password: Password you defined for the Webroot SME Security database in SQL Server

or SQL Server Express.
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The Company Information window opens.

Webroot® SME Security Server, - InstallShield Wizard [z|
Company Information ﬁr‘

v Installation Flease enter your user and company name.  This name iz used to identify your installation when your
Checklist server looks for updates from the Webroot Update Server.

Server
Settings

Fegistered User |‘ |

[o[T1,13
Settings

Company Mame: | |

Summary and
Finish

Please enter your keycode, You received your keycode in an email message at the time of purchasze
from pour sales representative or from the webroot website. Please copy and paste the entire
keycode including the {braces}.

FeyCode:

< Back | | Mext » ‘ Cancel

8. In the Company Information window, enter the registration and Key Code information and click

Next.
Registered User: Name of the person who will be the registered user of Webroot SME Security
and the Admin Console.
Company Name: Name of your company.
Keycode: Unique code that identifies the rights and privileges associated with your

installation, such as the number of licenses you have purchased.

If you purchased Webroot SME Security through a sales representative or
online, you received your Key Code in an e-mail message. You can copy the
Key Code from the message and paste it in. If you purchased Webroot SME
Security from a store or received it already installed on your computer, the
Key Code is on the product packaging.

Be sure to include the braces.
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The Default Admin Account window opens.

Webroot® SME Security Server - InstallShield Wizard

Default Admin Account {ﬁ
L\ ]
v Installation Please enter a user name and password for the server's default administrator account. “fou will use

. thig lagin information to access the Administration Consols.
Checklist J

Server
Settings

Client
Settings

User Name: |admin |

Summary and Passward: | | |
Finish

Retype Pazsword: | |

Instalishield < Back I [ Hest >

9. In the Default Admin Account window, enter a user name and password, then click Next.

Be sure to write down your user name and password. You must remember this name and password to
access the Admin Console.

User Name: Login name to access the Admin Console.
Password: Password for the login.
Retype Password:

The Start Menu Entry window opens and shows the default Start menu folder.

Webroot® SME Security Server, - InstallShield Wizard

Start Menu Entry ((/1
I\ ]
v Installation Please enter the name of the start menu folder where pou want to list Webroot® SME Security
Checklist Server. You may also select a start menu location that already exists from the list.
ecKlls
Server
Settings
Client
Settings
Adobe
Child Sate

Summary and Cizco Systems WPM Client
Finish Del Printers

Games

Intel PROS et Wircless
Microzoft Difice |
Microsoft SOL Server 2005
Perforce

Frintt e Internet Printing

13

InstallShield < Back l [ Mest >

10. If you want to use the default folder, click Next. If you want to use a different Start menu folder, enter
a new name or select an existing folder.
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The Installation Paths window opens and shows you the default locations for installing the
components and for product updates and spyware/virus definitions.

Webroot® SME Security Server - InstallShield Wizard

Installation Paths ﬁh

v Installation Flease specify the directory where you want to store the files for the ‘Webroot® SME Security Server
Checklist in the boxes below. MOTE: Directory locations must be local drives on your Webroot® SME S ecurity
eckils Server

Server
Settings Please Select the path where the server files will be stared
Client
Settings

Install Path ||::\Fmgram Filesw/ebroot\SMENS erver | | Browse

Summary and
Finish

Please select the path to which definiion and product updates will be downloaded.

Updates Path: | C:\Program FileswebroothSMENS erveriU pdates | | Browse

I < Back | ‘ Mext » | [ Cancel

11. If you want to keep the default locations, click Next. Otherwise, select or enter new locations. Both
paths must refer to local disks that are physically on the server. Network disks are not supported.

Install Path: If you want to install the Webroot Server to a different folder, enter the path or
click Browse to navigate to the folder you want.

Updates Path: If you want to download Webroot Server updates to a different folder, enter
the path or click Browse to navigate to the folder you want.
You cannot change this folder after installation.

The Proxy Settings window opens.

Webroot®@ SME Security Server - InstallShield Wizard <
Proxy Settings ﬁr‘

v Installation If you do not use a proxy server for accessing the internet, please leave the box below blank.
Checklist Othenwise, please enter your proky information. The server you enter should conform to the
eCKIIS following example:  proxy mycompaty.com S0

Server
Settings Prowy Server

Client
Settings
Prosy Login Setlings

Summary and
Finish [ Use Proxy Login

User. ‘ |

Password ‘ |

< Back I I Next [ Cancel
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12. If you do not use a proxy server to access the Internet, click Next to skip this screen. If you will use a
proxy server to access the Internet, enter the information in the fields.

Proxy Server: Enter the proxy server name or IP address and port number in one of the
following formats: server_name.company.com:80 or 10.0.0.1:80.
Use Proxy Login: If you use a proxy server that requires authentication, select the Use Proxy
User: Login option.
Password: Enter your user name and password in the fields.

The E-mail Settings window opens.

Webroot® SME Security Server - InstallShield Wizard

Email Settings
v Installation
Checklist

Server
Settings

Client
Settings

Summary and
Finish

Pleaze fill in the settings that the Webroot® SME Security Server will use for sending email in the boxes
below,

Fleaze enter the name of the E-mail server uged for outgoing [SMTP) mail.

E-mail Host

Please enter the E-mail address that notification messages will come from. This must be a real E-mail
address in the form user@server. com.

From Address:

Select whether to uge SMTP Login for sending emal notifications

[ My SMTP Server requirss a login

Lzer Mame: | |

Pazsword: || |

< Back ‘ | Next » | Cancel

13. In the Email Settings window, enter or select the information and click Next. If desired, you can edit
these settings later in the Admin Console.

E-mail Host: Fully qualified domain name for your e-mail server used for outgoing mail
(SMTP server). If you do not have this information, enter NA and edit the
information from the Admin Console.

From Address: E-mail address that notification messages will come from. Must be a real e-
mail address in the format: tom@webroot.com.

My SMTP Server Requiresa If you use a secure SMTP e-mail server, select this option.

Login Enter the user name and password in the fields.
User Name: Note: Webroot SME Security only supports Auth-Login.
Password for SMTP:

10
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The Server Settings window opens.

Webroot® SME Security Server - InstallShield Wizard

Server Settings @r‘

v/ Installation
Checklist

Server
Settings

Client
Settings

Summary and
Finish

Periodically, this server needs to communicate with the 'webroot update server to download def and
code updates. What frequency should be used to see if definition, software updates or configuration
changes are available?

Enter the IP address or host name that the client workstations will use to communicate with your
company gerver. Select the P address of the netwark, interface card visible to clisnt workstations or
enter the fully qualified domain name of your server.

Client Service |P/Hostname: |WDWD 848 v

Client Service Port: |EDDDD

Server Updates: ‘Automatle Installation of Updates w

< Back | ‘ Mext » Cancel

14. In the Server Settings window, verify or enter new information and click Next. If desired, you can edit
these settings later in the Admin Console.

Server Polling Interval:

Select how often you want the Webroot Server to check the Webroot Update

Server for new spyware/virus definitions and software updates.

Name:

Client Service IP/Host

Select or enter the IP address or host name that the client workstations will use

to communicate with your company server.

For IP resolution, use the IP address of the network interface card (NIC)
visible to client workstations. For host name resolution, select or enter the
fully qualified domain name of your server (requires a properly configured
DNS environment).

Client Service Port:

Enter the port on your company server that the Client Service will use to

communicate with your client workstations. The default port is 50000. Be
sure that the port you enter is not used to communicate with another system.

Server Updates:

Select how you want to handle updates to your Webroot Server installation,
including the Admin Console:

Automatic Installation of Updates: Automatically updates your Server
installation whenever updates are available.

Manual Installation of Updates: Requires you to manually install Server
updates when they are available.

Quick Start Guide
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The Client Settings window opens.

v Installation Tray lcon Setting
Checklist " Popup on Scan
v Server * Stay Minimized in Tray
Settings " Stay Invisible
Client Client Polling interval:
Settings
Hourly -
Summary and [¥ Install new definitions automatically

Finish

Webroot® SME Security Server - InstallShield Wizard [Z|

Client Settings ﬁy‘

[ Install new client updates automatically
Shield and Sweep Seltings
(% Mawirmum protection
" Recommended

" Custam (Setings configured after installation]

< Back | | Mexst » [ Cancel

15. In the Client Settings window, select the desired information and click Next. If desired, you can edit

these settings later in the Admin Console.

Tray Icon Setting:

Select how you want the Webroot Client to appear on client workstations.

Pop up on Scan: Displays a tray icon that client users can double-click to display
the Webroot Client window and automatically pops up the window whenever a
sweep starts, whether scheduled or using Sweep Now.

Stay Minimized in Tray: Default and recommended setting. Displays a system
tray icon that client users can double-click to display the Webroot Client, but does
not pop up the window whenever a sweep starts. From this interface, end users
can start their own sweeps and adjust any allowable settings.

Stay Invisible: Does not display a system tray icon and does not do anything
when a sweep starts. End users have no access to the Webroot Client window.

Client Polling Interval:

Select how often you want Webroot Clients to check for updates and for schedule
and configuration changes from your server.

Install new definitions
automatically

Select to have spyware and virus definitions installed automatically on all client
workstations whenever updates are available.

Install new client
updates automatically

Select to have Webroot Client program updates installed automatically on all client
workstations whenever updates are available.

Shield and Sweep
Settings:

Select the desired settings:

Maximum protection: Turns on all shields and sweeps weekly at 12 am
Saturday.

Recommended: Turns on all Windows System and Internet Explorer shields to
protect workstations from unauthorized changes.

Custom: No settings will be configured at this time.

12
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The Service Credentials window opens.

Webroot® SME Security Server - InstallShield Wizard £
Service Credentials ﬂy‘

v Installation Ir order to deplay clients remately in 2 Windows Domain environment, pou must use admin credentials
Checklist for the service. |f you are not it a D'omain, or you do not need to deploy, you do not have to specify a
ecl Is SEIVICE USEI

v Server
Settings

Client
Settings

™ Run the Admin Console Service as a specific user

Summary and
Finish

User Mame: ‘ |

Pasaword ‘ |

< Back | | Nexst > Cancel

16. If you want to install the Webroot Clients from the Admin Console, select the “Run ...” option, enter a
user name and password for your domain, and click Next. If you do not need to install Webroot
Clients from the Admin Console (see “Using Alternate Methods to Install Webroot Clients” on
page 19), leave the option blank and click Next.

The Summary window opens and shows the current settings.
17. Click Next.

The Webroot Server installs and automatically starts the Client Service and Update Service. These
services (WebrootClientService.exe and WebrootUpdateService.exe) run as Windows services and
should always be running. This permits your company server to download updates from the Webroot
Update Server and permits client workstations to download updates and configuration changes from
your company server.

18. Click Finish.

You are now ready to configure one or more client workstations, and if needed, one or more distributor servers.
For more information, see “Installing and Configuring the Webroot Client” on page 14 and “Installing and
Assigning Distributor Servers” on page 21.
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Installing and Configuring the Webroot Client

The Webroot Client configuration installs the following components on each client workstation:

+  CommAgent. Communicates periodically with your company server to check for configuration
changes, new or updated applications, or updated threat definitions.

*  Webroot Client. Detects viruses and potentially unwanted programs, such as spyware. Also provides
access to options for workstation users.

*  Spy Sweeper Engine. Provides the core functions for Webroot SME Security.

Determine the best method for installing the Webroot Client as described below:

Method Description

Admin Console Configure the logon properties for the Webroot Admin Console Service, access the Admin
Console, then install the Webroot Clients on workstations from the Admin Console. See the
next section, “Using the Admin Console to Install Webroot Clients.”

MSI file Go to each workstation and manually execute the installation files. See “Using the MSI
File” on page 19.

Logon script Use the example logon scripts provided by Webroot. See “Using a Logon Script” on
page 20.
Group Policies If you use Active Directory, you can use Group Policies. See “Using Group Policies” on
page 20.
Image of Webroot Include the Webroot Client as part of an image installed on each workstation. See “Using an
Client Image File” on page 20.

Using the Admin Console to Install Webroot Clients

You can install and update the Webroot Clients from the Admin Console, which requires that you complete the
following tasks:

*  Configure the logon properties for the Webroot Admin Console Service.
*  Access the Admin Console.

« Install the Webroot Clients.

Configuring Logon Properties for Webroot Admin Console Service

To use the client deployment feature of the Admin Console, you must first properly credential the Webroot
Admin Console Service from the Services control panel in Windows. The user account that you specify must
have administrative privileges in the domains where you want to remotely install and uninstall the Webroot
Client.

To configure the logon properties:
1. From the Start menu, select Control Panel.
2. Access Services from Administrative Tools.

3. Right-click the Webroot Admin Console Service and select Properties.

14

Installing Components



webroot Admin Consale Hame sz On s
Py wirhivers Trest e fud, .., Marwsl Local Sritwm
g the service Sy Windowrs Image Acoueition (WIA)  Provides .. Matus Loscal System
Beshart the service Gy windowes FrewslInterret Corrmcti,.. Frovidesn,.,  Sarted  Autoeatc Local Srstem |
iy windaws Auds Monsges ... Started  Auboematic Loeal Systam
Description: T iebroot Update Servica Controlsth.,, Sarted  Aubomabc Local System
e el Sawateoot Soy Sweeow Engne LS Prowdsc..  Stwted  Adomsnc  Locel System
Ertarprise Charits Py ister ik Cemnigert Seevice Commurica... Started  Automatic Local System
Ayisteoct Chent Sarvoe Sarted  Automate
Wb Clent Started  Automabc
Fiyvohame Shadow Co e Hanusl
#y Uewversal Phug and Disabied
Urinterrugtitln Pos Marial
Themes festart Stted  Automatic
aTeming fervices | AlTasks b Started  Mahusl
L. Y T Aiookied
Extended 4 Stardied / Refresh
Opan propeity sheat For the curent salsction. | s
T s uas - '!W
vm 1 | 2005 03ﬁ| L Help
wahrant\Earerneizet sard - —_—

4. Click the Log On tab.

‘ Ganeral_] Log On | Recovery || Dependgncle_sl

Log on as

() Local System account

[ | Allows service to interact with desktop

() This account | EmEsa..

Password

Confirm password:

Hardweare Prafile |
Profilz 1 T

5. Select This account.
6. Click Browse.

7. Enter the domain name and partial user name using the following format:
DomainName\PartialUserName.

The user name must be a domain administrator.

8. Click Check Names.
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.S'e lect User

Select this object type:

Uszer ar Bu.ilt-in zecurty principal Object Types...

Fram this location:

Enter the object name to select [sxamples]:

bouldertbgd EEECK Mamesz

T N

9. If multiple user names display, select the correct user name and click OK.

.Multiple Mames Found

More than one object matches the following object name: "boulderibga.”
Select an object from this list or, to reenter the name, click Cancel.

Matching names:

Mame [RDM] In Folder
ﬂ Brannan Gamber boulder. webroot. com/U sers
| 54 Bryan Gale ; boulder. webroot. comdU sers

A

] 8 ] [ Cancel

10. Click OK again.

Select User
Select this object type:

Uszer ar Bu.ilt-in zecurty principal Object Types...

Fram this location:

Enter the object name to select [sxamples]:

Bryan Gale [boale@houlder. webroot. com Check Mames

N e

11. Highlight the password field and enter the correct password for the user in both the Password and
Confirm Password fields.

12. Click Apply.
13. Click OK.
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Webroot Admin Console Properties {Local Computer)

| Generali Log On [ Fecovery | Dependencies

Log on az |

(O Local System account

(&) This account: | bgale{@boulder. webroot. com |

Pazsword: ITTYTYYY

Confirm password: sssssssesessess

*Y'ou can enable or dizable this service fo%ue hardware profiles listed below:

: . Hardware Profile Service
| Profile 1 Enabled

()4 ][ Cancel ][ Apply ]

14. Click OK.

Services

! E The new logon name will not kake effect unkil vou stop and restart the service,
L

15. Restart the service.

%% Services (Local)

Webroot Admin Console Mame  © | Descriptic
%Windows Installer Adds, mo

Stop the service %Windows Image Acquisition (WIA) Provides
% the sefvice %Windows Firewall/Internet Connecti... Provides
%Windows Audio Manages

Description: ) %Webroot Update Service Contrals |
Eirsot:iIEStsioennieerrﬂ:IcsxeeFcoornhff?elgrzg? %Webroot Spy Sweeper Engine 1.5 Provides
Enterprise Clients %Webroot Commagent Service Communi
%Webroot Client Service Contrals |

‘%ﬁfWebroot Admin Console Provides

%Webclient Enables %

%Volume Shadow Copy Manages

%Universal Plug and Play Device Host  Provides

%Uninterruptible Power Supply Manages

Themes Provides

%Terminal Services Allows i

RN o s
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Accessing the Admin Console

To access the Admin Console, you must enter a user name and password, which you specified during Webroot
Server installation. You can also access the Admin Console using an HTML Application (HTA) that installs
when you install the Webroot Server.

To access the Admin Console:
1. Start Internet Explorer and enter one of the following in the Address bar:

» Ifyou are working from the computer where the Webroot Server is installed, enter: http://
localhost:50003/Admin

* Ifyou are working from another computer on your network, enter:
http://[server_computer _name]:50003/Admin

* Ifyou want to access the HTA version, select Start > All Programs > Webroot (SME Security)
> Admin Console.

The Welcome window opens.
2. Enter your user name and password.
3. Click Login.

A progress bar opens and shows the status of the resources loading, then the Admin Console displays
in your browser. Use the function tree to navigate in the Admin Console. Do nof use the Back button
in your browser.

% Webroot® SME Security E\@\@\
webroot”
@ SME Security -
& Sweep status J Dashboard &
Q4 Definition Status The Dashboard provides a quick snapshot of your overall system health,
~'&l) Infection Status
=] Top Detected Items Q@ System Health
{11 Server status Overall system status is critical, You have items below that require immediate attention,
-0 License status
= % adrinstraton ) sweep status
| Clienkt Management
Z? Sweep Nove '\\ﬂ Definition Statuis
. -7 Client Install{ Lininstall H _
Function tree— Sy iarers @ Main panel
i (] infection status Displays the
Expand and i User Maragemert >
5§ Configuration & j Top Detected [tems i
select nodes to + 1 System Settings | | Set!:lngs an(.j
. Ja— Y Schedule Sweeps : A
see available 5 S (@ server stans actions available
H i) smart shield
settings and Qo s QR Liconse status for the selected
i} Detected Ttems Az Sl .
actions @ Updtes function.

1 Matification Management

= [ Reports
~&2) Detection Trend by Type

&) Top S Detected Trems

) Infection Status
-1 Top Detected Ttems

1] Deection Detal

] Infected Machine Summary
I Detection History
-] Yersion Histary

] Ervor report Copyright 1© 2004 - 2006 by Webroot Software, Inc. All Rights Reserved.

) Hevs and Dacs Last Refresh: 11/22/06 11:40:19 AM

System Heakh (5

webroot(@ is a registered trademark of Wrebroot Software, Inc. This saftware and related documentation are proprietary to and the
confidential information of Webroot Software, Inc,

Installing Webroot Clients

You can install and update the Webroot Clients from the Admin Console. You can also see what version each
client workstation has installed and the last heartbeat.

If your client workstations are using Windows XP SP2 and the Windows Firewall, you must configure the
firewall to have certain exceptions. For more information, see the System Administrator Guide.

Installing the Webroot Client from the Admin Console requires Windows networking, access to the admin
share (c$), and NetBIOS enabled on your network.

To install and update Webroot Clients from the Admin Console:

1. From the Admin Console function tree, select Administration > Client Install/Uninstall.

18
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4.

The Client Install/Uninstall panel opens with the Network View tab selected. A list of the domains or
workgroups that exist on your network appear in the middle panel.

From the middle panel, select the domain or workgroup of the workstations.
A list of workstations appears in the far right panel.

Select the client workstations where you want to install the Webroot Client. You can select more than
one workstation by using Ctrl or Shift as you select workstations.

If you do not see some client workstations in the Network View tab, you can click the Name/IP tab.
From this panel, you can install Webroot Clients using the host name, IP address, or an IP address
range.

If you are updating an existing installation, you do not need to uninstall the Webroot Client first.

Click Refresh or go to the Client Management panel to see the status of the installation.

Using Alternate Methods to Install Webroot Clients

You can install Webroot Client components using any of the following alternate methods:

Execute the WebrootClientSetup.msi file from each workstation.
Use a logon script to execute the WebrootClientSetup.msi file.
Use Group Policies, if you use Active Directory.

Include the Webroot Client as part of an image installed on workstations.

Using the MSI File

From each workstation, you can execute the WebrootClientSetup.msi file. Make sure that all five of the client
installation files are in the same folder whenever WebrootClientSetup.msi executes:

WebrootClientSetup.exe
WebrootClientSetup.ini
WebrootClientSetup.msi
SSECleanup.exe
SSEStart.exe

Typically, these files are in the C:\Program Files\Webroot\SME\Server\Client folder of the system where you
installed Webroot Server. The WebrootClientSetup.ini file contains the IP address and port of your company
server and is needed for the Webroot Client to install successfully.

The WebrootClientSetup.msi client installation program defaults to visible installation where you see a
progress bar and receive feedback when the installation is complete.

You can use the following client installation options when you configure client workstations:

Client Installation Options

Performing a silent install:  If you would like to perform a silent installation, add the /q switch in the line that

executes WebrootClientSetup.msi. The installation program defaults to a visible
installation where you see a progress bar and receive feedback when the installation is
complete. The syntax is:

WebrootClientSetup.msi /g

Specifying the server IP You can specify the server IP address and port in the command line instead of relying on
address and port: the .ini file. The syntax is:

WebrootClientSetup.msi SERVERIP=10.10.10.10
SERVERPORT=50000

For a silent installation:
WebrootClientSetup.msi /g SERVERIP=10.10.10.10
SERVERPORT=50000
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Client Installation Options (Continued)

Bypassing client You can also bypass the client deployment settings, as described in the examples below.
deployment settings: (If you are using the /q switch, the setting should go after it.)

Pop-up on scan: RUN_CLIENT AS=0

Stay minimized: RUN_ CLIENT AS=1

Stay invisible: RUN_CLIENT AS=2
The syntax is:

WebrootClientSetup.msi /g RUN_CLIENT AS=1
SERVERIP=10.10.10.10 SERVERPORT=50000

Using a Logon Script
Use a logon script to execute the WebrootClientSetup.msi file (see also the previous table). Webroot has
provided some example logon scripts that you can change to meet your needs.

Below is an example logon script. You must adjust it for your setup and network environment. You must put
the script on your domain controllers or logon servers, then assign it so that it executes when a workstation
logs in to your network. This script assumes that you have a shared drive on your network that contains the
WebrootClientSetup.msi and WebrootClientSetup.ini files. Typically, these files are in the C:\Program
Files\Webroot\SME\Server\Client folder of the system where the Webroot Server has been installed. Copy the
client files to the network share of your choice, then adjust the script to match your share path. Also be sure to
give all workstations read access and execute access to the share.

@echo off

if exist "C:\Program Files\Webroot\SME\Client\SPYSWEEPER.EXE" goto check

if not exist "C:\Program Files\Webroot\SME\Client\SPYSWEEPER.EXE" goto install
:check

if exist "C:\Program Files\Webroot\SME\Client\SpySweeperUI.exe" goto loaded

if not exist "C:\Program Files\Webroot\SME\Client\SpySweeperUI.exe" goto install
rinstall

echo Loading Webroot Enterprise Clients...

"C:\Program Files\Webroot\SME\Server\Client\WebrootClientSetup.msi"

goto end

:loaded

echo Webroot Enterprise Clients are already Installed

rend

Using Group Policies

Use Group Policies, if you use Active Directory. For more information, refer to http://support.microsoft.com/
default.aspx?kbid=314934 and http://support.microsoft.com/?kbid=302430.

Using an Image File
To use an image file, include the Webroot Client as part of an image installed on workstations.

+ Install the Webroot Client on the target system you are intending to image. If you will be
implementing multiple Admin Consoles, you need to create a separate image for clients managed
under each console.

*  Stop the Webroot CommAgent service.

*  Remove the following registry key:
HKEY LOCAL MACHINE\SOFTWARE\Webroot\Enterprise\CommAgent\guid

*  Create your image.

Monitoring Webroot Client Polling

Client workstations poll the company server at random intervals within 20 seconds of installation. During the
first contact, the CommAgent also provides the name and MAC address of the client workstation and
automatically adds the client to a default group. To view client information, go to Administration > Client
Management. Once you configured the client workstations and they have polled the company server, you can
change the groups, if needed. You can also schedule sweeps and change sweep settings based on groups. For
more information, see the System Administrator Guide.
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Installing and Assigning Distributor Servers

By default, a Distributor Service is installed with the Webroot Server and acts as a single distributor server. If
your workstations are located in different geographical locations, you can install the Distributor Service on one
or more of your company servers. If you do not have workstations in different locations, you can skip this
section.

You must complete the following tasks to install and use distributor servers:
» Install the Distributor Service software.
*  Assign distributor servers.

»  Change the port number distributors use.

Install the Distributor Service

This procedure installs and starts the Distributor Service (WebrootUpdateDistributor.exe). By default, a
distributor server listens to port 50003.

If you need to change a distributor server to listen on a different port, you can do so. However, the port on each
distributor server must be the same as the port used on the company server for the Distributor Service. For
information on changing the local distributor port on the company server, see “Changing the Port Distributor
Servers Used” on page 23. The Admin Console Service on your company server also uses the same port.

For installation options, see the following table.

Distributor Installation Options

Performing a silent If you would like to perform a silent installation, add the /qn switch in the line that executes

install (or uninstall): WebrootDistributorSetup.msi:
WebrootDistributorSetup.msi /gn

The installation program defaults to a visible installation where you see a progress bar and
receive feedback when the installation is complete.

Or, if you are using the WebrootDistributorSetup.exe file, add the following:
WebrootDistributorSetup.exe /s /v” /gn”

If necessary, you can perform a silent uninstall by executing one of the following:
WebrootDistributorSetup.msi /gn REMOVE="ALL”
WebrootDistributorSetup.exe /s /v” /gn” REMOVE=\”ALL\””

Specifying a folder: You can specify the folder where you install the Distributor, as follows:
WebrootDistributorSetup.msi INSTALLDIR="<drive>:\<folder>\"
or

WebrootDistributorSetup.exe /
v”INSTALLDIR=\"<drive>:\<folder>\""

Enabling logging: To enable logging when using the MSI file (“no logging” is the default), use the following
syntax:
WebrootDistributorSetup.msi /gn

INSTALLDIR="<drive>:\<folder>\"
/1*v "<drive>:\<folder>\name.log”

To install the Distributor Service:

1. On the system where you installed the Webroot Server, access the following folder:
\Program Files\Webroot\SME\Server\Distributor.

This is the default folder where the WebrootDistributorSetup files are installed. If you installed them
to a different directory, access that directory instead.

Copy the files in this folder to the server you want to act as a distributor.
Execute the WebrootDistributorSetup.exe file.

Follow the on-screen instructions.

DA e

Continue with the instructions in the next section for assigning distributor servers.
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Assigning Distributor Servers

After you install Distributor Services, you must assign their servers to client groups. By default, each client
workstation is added to a default group named after the domain or workgroup the client workstation is in. You
can assign a distributor server to one or more groups or to the whole company. For example, if you install four
distributor servers and assign them all to the whole company, the system randomly selects the order of
distributors it sends back to the client workstations. This process spreads the load across the servers to ensure
that the servers are not overwhelmed with update requests. Distributor servers also can control bandwidth use
over a WAN by localizing the Webroot Client definition and update downloads.

To assign a distributor server:

1. From the Admin Console function tree, select Administration > Distributors.

The Distributors panel opens with a list of all existing groups in the group tree (middle panel).

2. Click Add Distributor.

The Add Distributor window opens.

% Webroot® SME Security

@ SME Security

= - Dashboard
,{ Sweep Status

C,’ Definition Status
&4 Infection Status
| Top Detected Tkems
14 Server Status
[ License status
= (% sdministration
-2 Client Management
- 4 Sweep Mow
124 Client: Tnstall { Uninstal
. Distributors
% Errors
W User Management
& Configuration
@ Updates
-4 Notification Management
=] _,J Reports
‘:‘,‘F Detection Trend by Type
2 Top 5 Detected Ttems
f'.} Infection Status
JJ Top Detected Ikems
-] Detection Detai
:PJ Infected Machine Summary
ﬂ Detection History
\,'J Wersion History
\,DJ Error Report
) Newss and Docs

User: admin
- I =
*. | Distributors d)
= il Webroat Mame = 1P Address Status
“[3 BOULDER:
Add Distributor
€p y Name: *
.
\JJ || Resohve
1P Address: *
ao.0.0.0
* - Denates required fields
Add Distributor
Distributars must be manually installed by running "WebrootDistribukorSetup, exe"” an the distributar machine, This file is Found
5 inthe "C:YProgram FilesiWwebroot|SME|\ServeriDistribukor” directary on your Admin Console Server, Once you add &
£ distributor, you must assign it to a group by dragging it onto the respective tree nods,
System Health @

3. Enter a name for the distributor server.

If you enter the DNS name of a server on your network, the IP address automatically populates when
you tab to the second field.

4. If necessary, enter the IP address of the server.

Click OK.

The server name now displays in the list on the right side of the panel.

6. Drag a server from the list to a group or to the company in the group tree.

To remove a server assignment, select the server in the group tree and click Unassign Distributor. To
remove the selected distributors from their assignments and from the list of distributors, click Delete

Distributors.

To update the status of the distributors, click Refresh.
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Your company server will automatically send copies of all updates to all distributors. You still need to
assign updates manually (from Administration > Updates >Manual Install) or set automatic
installation rules (from Administration > Updates > Auto Install) to determine which updates
should be applied to which groups. For more information, see the System Administrator Guide.

Changing the Port Distributor Servers Used

The company server uses the same port (50003 by default) for both the Distributor Service and Admin Console
Service. The distributor servers that you configured must use the same port for the Distributor Service.

If you need to change this port, complete the following tasks:
1. Change the Distributor Service port on the company server.

2. Change the Distributor Service port on each distributor server.

Changing the Distributor Service Port on the Company Server

The Distributor Service on your company server uses port 50003 by default to distribute updates to your
distributor servers and client workstations. Be sure that the port you use is not used to communicate with
another system. The Admin Console service on your company server also uses the same port.

To change the Distributor Service port on the company server:
1. From the Admin Console function tree, select Administration > Configuration > System Settings.
The System Settings panel opens, with several subpanels where you can view and edit settings.
2. Click the Network show/hide bar.
3. Change the port under Admin Server/Distributor Settings.

() - [2x]|
webroot® .
@ SME Security T
= -] Dashboard ‘fé SYStEITI Settings 2]

,{ Sweep Status

-] Definition Status

-] Infection Status
| Top Detected Items
i Server Status

-31 License Status

= (% Administration

- & Client Management

N~

lient Service Settings

- 4§ Sweep Now Warn
larning:
14 lient nstall { Uninstall (i X . ) o .
. & ) Changing the Client Service IP o Port will require a restart of the Server’s Client Servics after al clients have
- Distributars polled inko the server on their normal palling interval,
Errors Clients that do nok pllin before the Chent Service is restarted (such as mobile or ofF-ine chents) wil require their

- User Management “su” registry key to be manually changed.

-85 Configurat 1 { Host Name: [10.10.5.49
H . Parts: Mo S5L: | 50000 3 S5l | S0020 3
B { scheduls Sweeps = =
H ly\ Sweep Settings Admin Server [ Distributor Settings
gy 5mart Shields
iy Warning:
- mag Detected Ttems
@ = Thanging the Admin Server § Distributor part will require that you manually close the Admin Console and restart
i@ Updates the Webraat Admin Console service, as well as replace the WebraotUpdateDistributar conf file with the modified
(4 Motification Management one found in the Webroot\ServeriWebServericonf directory, then restart the Webroot Update Distributor service
= L] Reports on all remote distributors,
‘:‘.\J Detection Trend by Type Ports: Mo S5L: | 50003 3: SaL: | 50023 3:
&) Top 5 Detected Tkems
) Infection Status Client Settings
' Top Detected Items Swesp Mow Ports: Mo ssL: [ o001 = sst: [ o0zl =

/& petection Detal

“@J Infected Machine Summary Poll Mow Ports: Mo sS5L: | 50002 3: S&L: | 50022 3:
ﬂ Detection Hiskory
“'J Version Histary

“E” Error Repott

) Mo end s

[ use ssL

System Health \a

Click Apply.
Log out of the Admin Console.
Restart the Webroot Admin Console Service.

Access the Admin Console using the new port number.

® =2 ok

From the Admin Console function tree, select Dashboard > Server Status.
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9.

The Server Status panel opens.

Check that the Update Distributor port is open.

Changing the Distributor Service Port on the Distributor Server
If you change the Distributor Service port on the company server, you must also change it on each distributor

service.

The paths in the following steps assume you have installed the Admin Console and the Update Distributors in
the default location: “C:\Program Files\Webroot.” If you have installed any of them to a different directory,
substitute the correct root in the specified path.

To change the Distributor Service port on the distributor server:

1.
2.

On the distributor server, stop the Webroot Update Distributor Service.

For backup purposes, rename the following file on the distributor server:
“C:\Program Files\Webroot\SME\Server\WebServer\conf\
WebrootUpdateDistributor.conf”

From your company server, copy the file “C:\Program Files\Webroot\SME\Server
\WebServer \conf\WebrootUpdateDistributor.conf” to the distributor server.

Restart the Webroot Update Distributor Service.
To test that the correct port is open, open a browser and try the following URLs:

http://<distributor_machine_name>:<non_ssl port>/Distributor/servlet/
UpdateReplicator

https://<distributor_machine_name>:<ssl port>/Distributor/servlet/
UpdateReplicator

You should get an empty page as a response.

Trying the same URLs with the incorrect port yields a failure to connect to server error, which will be
treated in various ways by your browser, such as navigating to a search page.

Configuration and Operation Checklist

The following checklist provides an overview for configuring and using Webroot SME Security.

Step

For More Information ...

Check system settings, notification settings, and See Chapter 3 of the System Administrator Guide.
Webroot Client groups for easier administration.

Configure sweep settings and Smart Shields and run  See Chapter 4 of the System Administrator Guide.
initial sweeps on clients.

View the dashboard status for any detected threats See Chapter 5 of the System Administrator Guide.
and view news from Webroot.
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